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1. Executive Summary 
 ENG6939, a course focusing on access, social justice and community informatics in the 

Texts and Technology doctoral program at the University of Central Florida, tasked students 

with researching and developing a technology-based user experience that would transform a 

social injustice for the better. Our team initially intended to create a mobile app to aid a generic 

base of users in controlling online privacy, but we quickly realized privacy is a vast issue and 

narrowed our focus. As a result, we turned our attention to geolocation services and its relative 

effect on the safety of women. There is concrete evidence available to validate the connection 

between privacy and safety, however our scope was still too vague for the project to have any 

real impact. To resolve this issue, we zeroed in further to focus on domestic violence survivors 

after we realized this is a population that is in dire need of help controlling their privacy. Their 

safety is often jeopardized by geolocation services, sometimes even to the point where survivors 

may have to choose between staying connected and staying alive. With this clearer focus, our 

team engaged in background research and recruited domestic violence organization 

representatives to participate in the conceptualization of Safely Social, a mobile app to help 

survivors of domestic violence better control their privacy. 

 This document, then, serves as a comprehensive report of the project from its conception. 

Section 2 provides an overview of the scope of our project and details the initial stages of our 

secondary research process. At this point, we turned our attention to analyzing the existing 

systems in place in terms of smart phone applications (section 3) and focused on mapping out the 

activities of representatives from various organizations dedicated to domestic violence awareness 

and support (section 4). Section 5 provides a detailed explanation of our findings. Through 

analyzing our findings, we identified several key features our app must incorporate (section 6). 
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Section 7 identifies some challenges faced throughout the process, and section 8 provides a 

detailed description of our final prototype design.  

2. Introduction and Scope 
Geolocation services may compromise privacy and consequently safety (Miller, 2013). 

While the technology provides clear benefits, some are abusing it to track people against their 

will or without their knowledge. We were specifically concerned with geolocation-enabled 

checking in, tagging, and metadata in regard to photos that could compromise a person’s safety 

by exposing real-time locations and patterns of activity. 

Our study of this issue first began by conducting research on sexual assault and stalking 

to better understand the dynamics of these acts of violence. The following poignant statistics 

validated our initial identification of geolocation services as a threat to the safety of women:   

• Every 2 minutes someone in the U.S. is sexually assaulted (RAINN, 2009). 

• 9 out of 10 rape victims were women in 2003 (RAINN, 2009). 

• 1/6 women has been the victim of rape or attempted rape (RAINN, 2009). 

• 80% of victims are under the age of 30 (RAINN, 2009). 

• 78% of sexual assault victims knew the offender (RAINN, 2009). 

• Nearly 7 in 10 stalking victims knew their offender in some capacity (Statistics, 2012). 

We also located specific cases of criminals utilizing GPS and geolocation services to aid 

them in harming women. Such cases that resulted in rape, burglary, physical harm, and even 

death were linked to the use of geolocation technology to commit these crimes. One case in 

particular involved a female rower raising money for charity (Hill, 2012). She was sharing her 

real-time location online as she completed her rowing journey, which resulted in rape and assault 
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as the offender tracked her by abusing geolocation services. This case provided concrete 

evidence that the technology is indeed being utilized to harm women. 

In addition, we polled social media users to ascertain what they thought about 

geolocation services. Respondents were concerned about robbery, stalking, danger for kids and 

teens, and government monitoring. Most of the people who responded to the polls were women. 

Men who responded did not express significant concern.  

In researching geolocation services as a whole, it became clear that the technology 

permeates almost every aspect of online involvement, from social to utilitarian application. The 

technology provides many benefits such as navigation, targeted marketing, and social enjoyment, 

but real-time “checking-in” and metadata on photos could aid and enable criminals in 

committing crimes such as sexual assault. It is the next modern progression of crimes already 

identified as social issues.  

At this point, we presented our findings to a panel of faculty members and graduate 

students at the University of Central Florida. This panel listened to our findings and then 

discussed many ideas regarding an app to help reduce these social injustices. In response to 

brainstorming about who may be most concerned with the potential threat of safety resulting 

from geolocation services, domestic violence survivors emerged as our further narrowed 

population of interest. Subsequently, we immersed ourselves in the activity streams of domestic 

violence organizations, survivors, and experts to gain clarity on the circumstances and 

framework in which survivors work to protect their privacy and safety. 

3. Overview of Existing and Planned Systems 
 One of the organization representatives we spoke with explained that most residents in 

her shelter (80-90%) use smart phones. When these survivors come to live at the shelter after a 
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major domestic violence incident, they are encouraged to give up geolocation-enabled smart 

phones for older phones without geolocation abilities. This is in an effort to achieve privacy by 

abstaining from online social interaction which could be monitored by the abuser. The shelter 

encourages this because privacy is difficult to understand, and privacy settings are constantly 

changing. Survivors with many other concerns can't sufficiently control online privacy, so they 

are forgoing the privilege of a smart phone in an effort to be safe rather than sorry.  

Under this system, domestic violence organizations collect donations of old cell phones 

and use them phones for a variety of reasons. However, the act of removing a smart phone from 

a survivor to keep him or her safe demonstrates how domestic abuse continues even after the 

survivor leaves the relationship. The extended injustice is that survivors lose technological 

privileges if they want to protect their privacy and stay safe. 

In a conversation with the Seminole County domestic violence organization, SafeHouse 

of Seminole, we learned there is a GPS monitoring system used for convicted domestic violence 

criminals in Seminole County. This is issued by the police department; the abuser receives an 

ankle bracelet, and the survivor receives an alert if the abuser is close by. Harbor House said 

Orange County had a similar program, however there is not enough funding for next year. The 

system was effective but very costly and difficult to maintain funding in Orange County. The 

program in Seminole County is still funded and operating effectively. 

Our team considered utilizing geolocation services to accomplish a similar tracking of 

abusers through the app, but there were challenges with this. We couldn’t determine whether 

such tracking could be accomplished with current technology. The designer we spoke to 

expressed it would be difficult and costly if not impossible. Domestic violence organizations also 

provided feedback that it probably would be an unreliable system because many abusers are 
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crafty and would turn off location services if they knew they were being tracked. The injunction 

court judge we spoke to agreed with this, but when we considered it being mandated through the 

injunction, he said it could work some of the time. He was concerned it would be difficult to 

enforce. One of the officers working the court was in support of it. She said if it were mandated 

through the injunction, it could work up to 90 percent of the time. Given the doubts and 

challenges, the team agreed the app should remain focused on controlling privacy rather than 

tracking abusers.  

Harbor House also indicated there was a need for an app for dating men and women that 

would allow for a mini background search. Dating web sites should have a responsibility to 

provide this or screen people, but it is not currently offered. This leaves many young men and 

women at risk as they attend blind dates or go out with people they do not yet know well. With a 

background check, dating men and women could look for prior convictions and injunctions and 

become better informed about the people they are trusting with their safety. Other domestic 

violence apps such as Circle of Six attempt to help this population. As we hope to fill a niche that 

is not currently being addressed, we decided to keep our focus on the privacy issue. However, 

background checks is a topic that could be addressed later on.  

We researched existing domestic violence related apps and found several, but none of 

them aided survivors in controlling their privacy. The reason is likely because so few people 

understand their online privacy, and it is constantly changing with different websites and updated 

terms of service. Existing apps focus on connecting survivors with resources, identifying risks, 

and encouraging the public to report suspected abuse. 

The One Love App, for example, was created to help users determine if a relationship is 

abusive. This app includes a risk survey that people suspecting domestic abuse can take to aid in 
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determining if a person needs to seek help. We also learned about Harbor House’s app, R3. 

Harbor House partnered with a local hospital to create this app with the primary goal of 

encouraging physicians to speak up when they suspect abuse.  

The apps Circle of 6 and OnWatch are both intended to help connect people with a 

support network discreetly when they find themselves in risky situations. These apps are 

particularly useful for individuals who are out on a date or with a friend because they can 

discreetly reach out to their support network to cause a distraction by calling or to pick them up 

at a particular location. OnWatch also links the user to Campus Police, and there is an option to 

contact 911 in case of emergency. Circle of 6 connects the user to hotlines so they can gather 

additional information about abusive relationships.  

There are also apps like Love is Not Abuse, which is intended for parents of teenagers. 

This app is an educational resource for parents about the dangers of digital dating abuse that their 

teens may be facing. There is even an option for parents to experience digital dating abuse for 

themselves. The app will send mock text messages, phone calls, and e-mails that mimic the 

abusive and controlling behaviors in relationships. 

 Another app that focuses less on dating and domestic violence and more on privacy is 

AVG PrivacyFix. With this app, users can log in to Facebook and Google on their smart phones, 

and then the app will scan their settings to determine where they could be more secure. For 

example, the app can detect whether facial recognition is enabled on Facebook. If this feature is 

enabled for someone who is potentially being tracked or stalked by an abuser, someone else on 

Facebook could upload a picture of that person which could, in turn, alert the abuser to his or her 

location. 



 9 

 By looking at and analyzing the variety of apps that are currently available, we were in a 

better position to determine where we could fill a needed gap. We did not want to recreate or 

duplicate what had already been done, so we decided to try to blend the general concept of AVG 

PrivacyFix with the apps that focus specifically on domestic violence. 

4. Stakeholder Analysis: Methods  
 To ensure we fully met the needs of domestic violence survivors, we contacted various 

organizations, groups, and individuals who provide services for survivors. We specifically asked 

them to document and explain what a survivor goes through from the moment he or she decides 

to leave an abusive situation. The data we collected via e-mail, telephone conversations, instant 

messaging, face-to-face observations, and attendance of events allowed us to develop a life 

stream of the survivors. We were specifically in contact with the following individuals, who 

ultimately comprised the design community: 

• Carol Wick, Harbor House of Florida 

• Trisha Whitmire, SafeHouse of Seminole 

• Shannon Pennington, Help Now Osceola 

• Fawn Bolak, UCF Victim Services 

• Judge Mark Lubet, Orange County Injunction Court 

• Orange County Officers Dan Atkinson and Sara Barba 

• Xiomara Sanchez, St. Croix 

• Anna Justice, Orange County Courthouse 

• Carlos Carbonell, Echo Interaction Group 

• Isis Serran-Pagan, IamGladysCabrera Foundation 

• Rosa James, Harbor House of Florida 
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• Stephanie Allain, Harbor House of Florida 

 We also engaged in research of statistics, polling of social media users, and investigation 

of related apps. In addition, we closely examined how geolocation services integrates with our 

own smart phones in our daily interactions to better understand how to control it. To visualize 

and organize research findings, we also mapped the issue of domestic violence and captured 

related workstreams. 



 

Figure 1. Mapping the Issue of Domestic Violence  

This map details how domestic violence organizations, the court system, the community, and law enforcement work together to aid 

survivors in receiving help. Survivors and community members who suspect abuse can access resources by visiting domestic violence 

web sites, contacting crisis hotlines, calling 911, or connecting with resources at the courthouse. From there, survivors under 

immediate threat are referred to shelters. Survivors experiencing non-immediate threat receive counseling in starting new lives. In the 

background, organizations work to secure funding for programs and increase public awareness.  

https://mm.tt/337509449?t=TYLiM7dPiU


 

Figure 2. Workstream of Survivor 

 We captured the workstreams of survivors by observing injunction court and speaking 

with an injunction court judge as well as two officers working in injunction court. 

 

Figure 3. Workstream of Domestic Violence Organization Staff at Events 

 We observed the workstreams of domestic violence organizations at awareness and 

fundraising events hosted by organizations. The team listened to survivor stories and witnessed 

how organizations network and build partnerships in the community. Events resulted in funding 

for programs and community awareness. The goal of awareness is for the community to more 

readily report abuse so survivors receive help. 
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Figure 4. Workstream of Grant Writer 

 A member of the design community shared her daily workstream performing grant 

writing and reporting functions. Seeking, writing, and reporting on grants results in additional 

funding and programs for survivors.  

 

Figure 5. Workstream of Advocate 

 Another member of the design community detailed her day-to-day workstream, which 

consists of interacting with survivors to answer questions and provide education. This 

workstream helped us understand how advocates connect survivors with resources to receive 

help. 
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5. Stakeholder Analysis: Findings 
 We engaged in extensive dwelling activities to better understand the context in which 

domestic violence survivors must work to control their privacy. At the time of our research, it 

was domestic violence awareness month. Domestic violence organizations hosted many events in 

our local area seeking to raise awareness, support, and funds. We attended several of these 

events. 

UCF Victim Services hosted an especially helpful event called UCF Light Up the Night. 

About five to ten survivors of domestic violence spoke at the event, as well as victim services 

workers and police representatives. Firsthand accounts of the injustice were shared as well as law 

enforcement’s perspective. In addition, there were tables in the rear of the room manned by 

representatives from several relevant domestic violence organizations. A member of our team 

was able to speak with representatives from Harbor House, SafeHouse of Seminole, Help Now 

of Osceola, and UCF Victim Services. By visiting with these organization representatives, 

connections were made that eventually led to the formation of a design community for the app. 

The following is a summary of important research findings from these communications: 

• Survivors are generally female, age 18-34. 

• 1 in 3 women, 1 in 4 men will experience domestic violence. 

• This problem cuts across all demographics. 

• Abuse extends to children. 

• Survivors are often under constant monitoring and control. 

• It can take eight or more attempts to escape. 

• Survivors must start a new life; injunctions are key. 

• 80-90% of survivors own smart phones. 
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• The public can help by speaking up about suspected abuse. 

• Abusers are often able to manipulate technology. 

Domestic violence survivors are typically females, ages 18-34. Interestingly, this is the 

age group that most utilizes geolocation-enabled smart phones, the Internet, and other technology 

(Brenner & Smith, 2013). Domestic violence is not limited to females; one in three women will 

experience domestic violence at some point in her life, and one in four men will be affected. It is 

important to understand that domestic violence happens in all demographics. Of the survivors 

who spoke at UCF Light Up the Night, one was a man. Another was a survivor whose mother 

was shot in a salon by her hairdresser's abusive fiancé, proving it can affect anyone at any time – 

even someone who is not in an abusive relationship herself. Additionally, abuse extends to 

children. This evidence shows that a single case of domestic violence often affects many lives.  

Survivors of domestic abuse try an average of eight times to get out of a relationship. It is 

a process that takes time because they may love their abuser and feel reluctant to hurt them. In 

these situations, survivors are constantly justifying and forgiving their behavior. Other survivors 

may hesitate to leave because they are financially dependant on their abuser. Depending on the 

situation, survivors may require education to recognize that their situations are dangerous, and 

that leaving is an option.   

Once they decide to leave, survivors must start a new life. In many cases, it is difficult to 

successfully break away from abusers unless survivors move, change phone numbers, close 

email accounts, cancel social media, and take drastic measures to protect their privacy. Once 

they start their new lives, they frequently live in fear that their abusers will find them and hurt 

them again. For many, this fear never really goes away.  
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Abusive behavior begins with control, escalates to jealousy and behavior monitoring, and 

then turns to violence. It starts with controlling and minor harm such as pinching, then escalates 

to beatings, and, if not stopped, murder. The controlling and monitoring are important facets of 

this issue. Survivors are rarely alone. Their actions are constantly monitored. Their phones and 

Internet activities are under surveillance. This fact greatly influenced our team’s design choices 

leading to the need for a cloak or disguise for the app.  

The general public can help tremendously in reducing domestic violence. Building 

awareness and motivating people to call 911 when they witness or hear an incident is important. 

This awareness could save someone's life. The public (friends, family, physicians and neighbors) 

must speak up because many victims will not even when their lives are jeopardized. The Purple 

Door Luncheon is one effort to get the public more involved. It is a major awareness and 

fundraising event hosted by Harbor House, the Orlando area’s largest domestic violence 

organization. The keynote speaker of this event, a mother of a college age victim of domestic 

violence, shared her family’s story. Many of the findings from the UCF Light Up the Night event 

were reiterated.  

Several Orange County Sheriff’s Office and Orange County Government officials were 

in attendance at The Purple Door Luncheon to demonstrate the major commitment they have 

made to easing the injustice. We learned about Harbor House and the Clerk of Courts’ 

partnership. Harbor House occupies offices in the Orange County Courthouse to serve survivors 

of domestic abuse as they navigate the court system to file for and attend injunction hearings. 

The event was also an additional opportunity for the team to connect with Harbor House. 

From this event, we also learned that young people are at great risk of domestic violence. 

While the consequences of domestic violence in married or more mature relationships tend to 
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affect more lives, including those of the children as well as the survivor, young men and women 

experience huge risks in dating because they are trusting strangers with their safety as they agree 

to go on dates.  

We followed up with the connections we made at the events through telephone 

conversations and e-mail messages. Through these conversations we collected additional data 

regarding the culture of survivors, their activity streams and how the app could help most. One 

theme that emerged during these conversations was that the greatest need is to help survivors 

control their privacy. The organizations expressed that survivors are in great need of an app that, 

with a push of a button, could indicate which applications are monitoring them and turn them off. 

According to the organizations, survivors need maximum privacy to guard their safety. This 

greatly influenced design choices. The app will feature an opportunity to turn off all 

applications’ ability to access geolocation services on the device. It will also offer the ability to 

help control geolocation services through push notifications as applications try to access location 

services as well as live scans. 

Other common threads focused on the fact that survivors are under constant monitoring. 

This led to design choices resulting in a cloak to hide the app on the device from abusers. The 

app also needs the ability to call and text resources without leaving traces of conversations in call 

or text logs. We also discussed the need for survivors to be able to send distress messages 

silently via text message to resources such as the National Domestic Violence Hotline.  

One organization representative indicated that a greater number of survivors come in 

through their outreach program (survivors experiencing non-immediate threat) versus the shelter 

(immediate threat). One thousand survivors came in through non-immediate versus 400 through 

immediate threat. The non-immediate threat population needs the most help with getting an 
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injunction, support groups, counseling, relocation assistance, divorce, child support, etc. They 

have left but cannot keep the abuser away completely. The representative said our app could help 

in this area. She also indicated that many survivors are referred to them from law enforcement 

and hospitals. 

An injunction is a court order through which pairs of people usually affected by domestic 

violence are required by law to stay 500 feet away from each other. Consequently, obtaining an 

injunction is empowering for survivors, as it is pivotal in starting a new life. Once they are 

granted an injunction, they are eligible for state relocation assistance, which provides money to 

help them start a new life. This was an important workstream to understand as we conceptualized 

our app. A member of the team observed injunction court and between hearings was able to 

speak with an injunction court judge and two Orange County officers who work the court to 

obtain feedback.  

As far as workstreams, the survivor had to officially request and apply for an injunction 

and be granted a hearing. Most victims attend court with a Harbor House advocate. The advocate 

was mostly there for support. She did not speak at all. The survivors did the speaking when 

spoken to by the judge. The judge asked a series of questions about the couple agreeing to an 

injunction. All offenders witnessed agreed to the injunction. Questions mostly focused on the 

logistics of the two people staying at least 500 feet away from each other. It's important to note 

that this works both ways. Both the survivor and the offender are required by law to stay at least 

500 ft away from each other at all times. If the survivor violates the injunction, it will be 

reversed.  

If children were involved, there were many logistical questions asked regarding 

visitations and how they would deliver children without coming in contact. This usually involved 
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the parents of the survivor delivering the children to an agreed upon location at certain agreed 

upon times. The survivor or the offender can be at the meeting place but not both. The judge 

represented both the survivor and offender well. He was a good mediator. The offender, as a 

father, has rights to visit his children. Rights of fathers were honored well, but decisions leaned 

in favor of protecting the survivor ensuring the stipulations of the injunction were met. 

The injunction allows non-hostile e-mail and text messages only regarding the children. 

The judge also gave directions of how to care for children. He said there were instances where 

the father did not change diapers or feed the children and this is unacceptable. He also told them 

they needed to protect the children from the current negativity in their lives. He said research 

studies prove that children of families in conflict have lower IQ's and it was their responsibility 

to not let their problems affect their children.  

Some couples were cordial while others did not get along at all. The friendly survivors 

appeared to still want the offender to be a father to the children. The judge brought hostile 

couples back to business. The judge also addressed issues such as if they had belongings of each 

other’s that needed to be returned or if they were still living together. An officer could supervise 

moving out and returning belongings.  

Defendants mostly behaved respectfully, exhibiting manners in front of the judge, 

validating the fact that Harbor House says offenders are very crafty. In all cases witnessed, the 

offender did not contest guilt in being abusive. Offenders also always represented themselves. 

They did not utilize lawyers. 

Injunctions were granted for finite periods of time. Some were granted for a year, others 

longer. The judge said he could make it lifetime if it was a severe case. Many of the survivors 

were pursuing divorces and child support claims in addition to the injunction.  
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Often times the offender had a record with prior charges demonstrating repeated 

behavior. At the end of the hearing, the survivors always left ahead of offenders. The offenders 

waited in the back of the room to receive paperwork, but also to allow enough time for the 

survivor to leave the premises and be safe. This prevented heated discussions and altercations 

after the hearing. 

In between hearings the judge and officers answered questions and discussed domestic 

violence related to the app. They were very interested and supportive. We talked mostly about 

couples staying away from each other and how survivors becoming responsible about their 

privacy ensures this. The judge indicated that one of the most difficult parts of his job right now 

involves fake texts. Offenders are sending texts with fake names to survivors and these fake texts 

do not hold up in court. The offender may be harassing the survivor and violating the injunction 

but it comes through in a text with a name or number other than his. He can't do anything in 

these cases. This further demonstrates that abusers manipulate technology to harass survivors. He 

said another big problem is nude photos. Offenders are using nude photos taken in a relationship 

to control the survivor. They threaten to post the photos online or send them to their family or 

employer as a way to keep them in the abusive relationship. This further validated the cycle of 

controlling behavior we uncovered earlier. People, especially young people, need to be warned 

of this.  

It was also discussed how some injunctions are illegitimate. Many people including 

women abuse it and use it to get something they want, but it saves the lives of those who really 

need it. They have seen people who were beaten nearly to death and some suffering brain 

damage from abuse. It's a big problem in Orange County. 
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The visit to the courthouse included stopping by the Harbor House office located in the 

courthouse. About five offices with advocates were ready to counsel survivors through domestic 

violence related court processes. There was also a waiting area with a play area for children to 

make it easier for survivors with children to accomplish tasks. The office was conveniently 

located near other related offices such as child support and divorce.  

6. Technical Design of Safely Social 
In developing the initial prototype, we aimed to create an interface that was easy to use. 

Due to the safety concerns of domestic violence survivors, they won't have the time to learn a 

new, potentially complex technology, and the demographic for our users would vary widely. 

Below is an example of such an interface. The buttons are large and each of them has text that 

clearly explains what would happen if the user pressed it.  

On October 24, 2013, our team met with Carol Wick, CEO of Harbor House, Shannon 

Pennington, Outreach Coordinator for Help Now of Osceola, Fawn Bolak, Advocate for UCF 

Victim Services and Isis Serran-Pagan representing the IamGladysCabrera Foundation to review 

the basic prototype in paper format. This gave design community members the opportunity to 

express concerns and discuss suggestions for improvement. We began by briefly explaining the 

purpose and needs determined from prior research. Then we put the printed prototype on the 

table to ask the attendees to give feedback and attempt to interact with the interface. Copies of 

the printed prototype are duplicated here in Figure 6.  
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Figure 6. Early Paper Prototype of Safely Social 
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One important note we received was that the button to text 911 was probably 

unnecessary. In short, people in emergency situations are unlikely to search for an app, open it, 

and then select the option to contact 911 when the phone is able to make the call or text more 

simply. It became clear that a more useful button would be one that connected them with 

resources. Another critical finding was uncovered at the meeting. Messages must not remain 

stored on the phone, as the survivor cannot risk his or her message being viewed by the abuser at 

a later date.  

 

Figure 7. Revised Prototype Based on Feedback Regarding the 911 Button 

We also clarified the need to simplify the overall process. Rather than provide lengthy 

instruction about the benefits and drawbacks of geolocation, or provide no instruction at all, 

feedback guided us to streamline the entire process. The app will give users an opportunity to 

view everything that is accessing geolocation on their phones at a given time along with a brief 

risk level. From there, users can take control over what they would like to share and what they 

would like to keep private. We found that this function – a kind of short cut to the list of apps 

currently accessing location features – might be of interest to people beyond survivors of 

domestic abuse (see Figure 8). 
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Figure 8. Revised Prototype Based on Feedback Regarding the Scan Option 

Of course, not everyone will want to thumb through each individual application to make 

an informed decision. We expect many users will actually be in the middle of high-stress 

situations where they must make drastic changes to their lifestyles immediately. Some of these 

people must move from their homes, find new jobs, and start new lives altogether. They may not 

have the time or interest to study each app on their phones to determine which they would like to 

give geolocation abilities and which they would not. Many women and men in these situations 

currently choose to give up their smart phones for older phones rather than risk getting 

something wrong or spend the time worrying about the details of each app. This further removes 

freedom and control from the survivor, and it is not the aim of our app. To address this 

challenge, our app will also feature a button that will stop all geolocation services immediately. 
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If a survivor feels this is the best course of action, this button will offer a way for him or her to 

remain connected without being at further risk.  

 

Figure 9. Revised Prototype Based on Feedback Regarding the Emergency Shut-off Button 

7. Limitations and Implementation Barriers 
In our conversations with sources and stakeholders, it came to our team’s attention that 

many of our prospective application users may be constantly or regularly watched by their 

abusers. Xiomara Sanchez, a social worker in St. Croix (USVI), explained via telephone 

interview that often they assist survivors who are under “95% surveillance,” and that their cell 

phones are no longer safe places for them to socialize or do work. Abusers can hold the smart 

phone account and receive email updates when a new application is purchased. In addition, 

abusers may frequently monitor any changes to their partner’s phone by searching through the 

applications manually.  

To combat this challenge, we identified a need for our app to have a “cloaking” home 

page. This page will function as a distraction that should allow survivors to keep the app without 

attracting attention. Because the application will be free, it will show up on fewer email 

statements to abusers. However, any abuser who examines a cell phone will not see a domestic 

abuse survivor’s application. Instead, Safely Social will appear as Solitaire With Friends. Should 
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the abuser open the application to see what it looks like, he or she will see a home page for a 

game with a login screen. The survivor can express difficulty logging in if pressed about it, and 

the application can be closed – or even deleted if safety becomes a concern – without the abuser 

ever seeing the actual function.  

 

Figure 10. New Opening Screen Based on Feedback Regarding the Need for Cloaking 

8. Proof-of-Principle Prototype Design 
 Based upon the data we collected through conversations and meetings with various 

persons affiliated with organizations and shelters that assist survivors, we determined it is crucial 

for our mobile application to have four main features: call and text the national hotline, turn 

geolocation services completely off, scan the phone to identify apps currently using geolocation 

services, and notify users when an app tries to access geolocation services. We've developed a 

live version of our prototype to further demonstrate what we envision. 

http://invis.io/2BKEXP95
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 When users first open the application, they will see what we call a cloaking screen. As 

explained previously, the feedback we received from our testing suggested we should have a 

feature that would hide the application from abusers who might be monitoring activity. This 

would make the app seem unobtrusive, like a game, and would allow for greater privacy for the 

survivors. Figure 10 demonstrates an example of this. "Solitaire with Friends" likely is not an 

app that someone else accessing the phone would open up, but we have also included login 

information to further protect survivors. The login and password would be 911 for both to allow 

an easy code for anyone to remember. Additionally, the ghost mode button may be clicked at any 

time, bringing users back to this screen. Once the survivor logs in and gets past the cloaking 

screen, he or she will be taken to our home screen. Here, the main features of our app are 

immediately visible and the design is much cleaner than what was seen in previous prototypes. 

The text for each feature makes it clear what will happen if the user clicks it. 

      

Figure 10. New Opening and Home Screens of Safely Social 
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8.1 Call and Text 

The call and text features connect the survivor to the National Domestic Violence 

Hotline. If in a critical situation, the survivor can call 911 much more quickly by using the 

regular call feature on his or her phone. However, putting survivors in touch with the hotline will 

provide them with additional resources for handling situations that might be more difficult or 

time consuming for them to access privately. It is important to note that the call and text features 

will not appear in the user's history. This is to further protect the survivor by not keeping a record 

for the abuser or someone else to find.   

 

Figure 11. Call and Text National Domestic Violence Hotline Screens 

8.2 Controlling and Disabling Geolocation Services 

 Providing survivors with the ability to both control and completely disable geolocation 

services allows for use in a variety of situations. Disabling geolocation services would be 

particularly useful in high-risk situations where the survivor does not have the time or ability to 



 29 

manually select which services are okay at that time. It also accommodates survivors who don't 

have the technical knowledge or understanding of geolocation services. However, those who do 

have the knowledge and time are able to have the additional control over selecting which apps to 

have geolocation services on or off. For instance, a survivor might want to use the GPS feature 

on the phone, and it would be necessary to turn geolocation services on to do this. 

 

Figure 12. Disable and Control Location Screens 

8.3 Location Services Scan 

 Using the location services scan feature allows for the user to check which apps are 

currently using geolocation services. This feature will be particularly useful for those with a 

better technical understanding of geolocation services and aren't in high-risk situations. When 

they download or use an app for the first time, they will be able to return to this app to verify 

their settings, which will be an important tool to protect against apps that use geolocation without 

the user being aware of it. 
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Figure 13. Scan Feature of Safely Social 

9. Conclusion 
 Safely Social is currently in its third prototype phase, and our team is continuing to work 

to provide a product that will assist survivors with escaping dangerous situations and maintaining 

their privacy once they are free. The purpose of this app is to address a social injustice. We 

cannot put an end to all abuse with our app, but we hope to ease the transition for many men and 

women for whom the act of escape is often a rocky and troubling time. In these terrifying 

situations, abusers can indirectly continue abuse by leaving survivors with few options and no 

access to technology. With Safely Social, it is our team’s aim to stop abuse as soon as the 

survivor is ready to leave.  
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